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Symboli model he king methods have been extended reently to the veri ation of probabilisti systems. However, the representation of the transition matrix may be expensive for very large systems
and may indu e a prohibitive ost for the model he king algorithm. In
this paper, we propose an approximation method to verify quantitative
properties on dis rete Markov hains. We give a randomized algorithm to
approximate the probability that a property expressed by some positive
LTL formula is satis ed with high on den e by a probabilisti system.
Our randomized algorithm requires only a su in t representation of the
system and is based on an exe ution sampling method. We also present
an implementation and a few lassi al examples to demonstrate the effe tiveness of our approa h.
Abstra t.
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Introdu tion

In this paper, we address the problem of verifying quantitative properties on
dis rete time Markov hains (DTMC). We present an eÆ ient pro edure to approximate model he king of positive LTL formulas on probabilisti transition
systems. This pro edure de ides if the probability of a formula over the whole
system is greater than a ertain threshold by sampling nite exe ution paths.
It allows us to verify monotone properties on the system with high on den e.
For example, we an verify a property su h as : \the probability that the message sent will be re eived without error is greater than 0:99". This method is an
improvement on the method des ribed in [16℄.
The main advantage of this approa h is to allow veri ation of formulas even
if the transition system is huge, even without any abstra tion. Indeed, we do
not have to deal with the state spa e explosion phenomenon be ause we verify
the property on only one nite exe ution path at a time. This approa h an be
used in addition to lassi al probabilisti model he kers when the veri ation
is intra table.
Our main results are:

{ A method that allows the eÆ ient approximation of the satisfa tion probability of monotone properties on probabilisti systems.

{ A tool named APMC that implements the method. We use it to verify extremely large systems su h as the Pnueli and Zu k's 500 dining philosophers.

The paper is organized as follows. In Se tion 2, we review related work on
probabilisti veri ation of qualitative and quantitative properties. In Se tion 3,
we onsider fully probabilisti systems and lassi al LTL logi . In Se tion 4, we
explain how to adapt the main idea of the bounded model he king approa h
to the probabilisti framework. In Se tion 5, we present a randomized algorithm
for the approximation of the satisfa tion probability of monotone properties. In
Se tion 6, we present our tool and give experimental results and ompare them
with the probabilisti model he ker PRISM [7℄.
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Related work

Several methods have been proposed to verify a probabilisti or a on urrent
probabilisti system against LT L formulas. Vardi and Wolper [26, 27℄ developed
an automata theoreti al approa h for verifying qualitative properties stating
that a linear time formula holds with probability 0 or 1. Pnueli and Zu k [22℄
introdu ed a model he king method for this problem.
Cour oubetis and Yannakakis [5℄ studied probabilisti veri ation of quantitative properties expressed in the linear time framework. For the fully probabilisti ase, the time omplexity of their method is polynomial in the size of the
state spa e, and exponential in the size of the formula. For the on urrent ase,
the time omplexity is linear in the size of the system, and double exponential
in the size of the formula.
Hansson and Jonsson [9℄ introdu ed the logi P CT L (Probabilisti Computation Tree Logi ) and proposed a model he king algorithm for fully probabilisti
systems. They ombined rea hability-based omputation, as in lassi al model
he king, and resolution of systems of linear equations to ompute the probability asso iated with the until operator. For on urrent probabilisti systems,
Bian o and de Alfaro [3℄ showed that the minimal and maximal probabilities
for the until operator an be omputed by solving linear optimization problems.
The time omplexity of these algorithms are polynomial in the size of the system
and linear in the size of the formula.
There are a few model he king tools that are designed for the veri ation of
quantitative spe i ations. ProbVerus [8℄ uses P CT L model he king and symboli te hniques to verify P CT L formulas on fully probabilisti systems. PRISM
[7, 15℄ is a probabilisti symboli model he ker that an he k P CT L formulas on fully or on urrent probabilisti systems. Rea hability-based omputation
is implemented using BDDs, and numeri al analysis may be performed by a
hoi e between three methods: MTBDD-based representation of matri es, onventional sparse matri es, or a hybrid approa h. The Erlangen-Twente Markov
Chain Che ker [10℄ (E ` M C 2 ) supports model he king of ontinuous-time
Markov hains against spe i ations expressed in ontinuous-time sto hasti
logi (CSL). Rapture, presented in [6℄ and [12℄ uses abstra tion and re nement
to he k a subset of P CT L over on urrent probabilisti systems.

In [28℄, Younes and Simmons des ribed a pro edure for verifying properties of
dis rete event systems based on Monte-Carlo simulation and statisti al hypothesis testing. This pro edure uses a re nement te hnique to build statisti al tests
for the satisfa tion probability of CSL formulas. Their logi framework is more
general than ours, but they annot predi t the sampling size, in ontrast with
our approximation method in whi h this size is exa tly known and tra table.
Rabinovi h [24℄ gives an algorithm to al ulate the probability that a property
of a probabilisti lossy hannel system is satis ed. Monniaux [18℄ de ned abstra t interpretation of probabilisti programs to obtain over-approximations
for probability measures. We use a similar Monte-Carlo method to approximate
quantitative properties.
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Probabilisti Transition Systems

In this se tion, we introdu e the lassi al on epts for the veri ation of probabilisti systems.

De nition 1. A Dis rete Time Markov Chain (DTMC) is a pair M = (S; P )
where S is a nite or enumerable set of statesPand P : S  S ! [0; 1℄ is a
transition probability fun tion, i.e. for all s 2 S , t2S P (s; t) = 1. If S is nite,
we an onsider P to be a transition matrix.
The notion of DTMC an be extended to the notion of probabilisti transition
system by adding a labeling fun tion.

De nition 2. A fully probabilisti transition system (PTS) is a stru ture M =
(S; P; I; L) where (S,P) is a DTMC, I is the set of initial states and L : S !
P (AP ) a fun tion whi h labels ea h state with a set of atomi propositions.
De nition 3. A path



of a PTS is a nite or in nite sequen e of states
> 0 for all i  0.

(s0 ; s1 ; : : : ; si ; : : : ) su h that P (si ; si+1 )

We denote by P ath(s) the set of paths whose rst state is s. We note also
the (i +1)-th state of path  and  i the path ( (i);  (i +1); : : : ). The length
of a path  is the number of states in the path and is denoted by j j, this length
an be in nite.

 (i)

De nition 4. For ea h PTS M and state s, we may de ne a probability measure P rob on the set P ath(s). P rob denotes here the unique probability measure
on the Borel eld of sets generated by the basi ylinders
f= is a path and(s0 ; s1 ; : : : ; sn ) is a pre x of g where Qn
P rob(f= is a path and(s0 ; s1 ; : : : ; sn ) is a pre x of  g) = i=1 P (si 1 ; si ).
De nition 5. Let  be a path of length k in a PTS M. The satisfa tion of a
LTL formula on  is de ned as follows:
{ M;  j= a i a 2 L((0)).
{ M;  j= : i M;  6j= .

{
{
{

M;  j=  ^ i M;  j=  and M;  j= .
M;  j= X i M; 1 j=  and j  j> 0.
M;  j= U i there exists 0  j  k s.t. M; j j=
M; i j= .

and for all

i < j

We now introdu e a fragment of LT L whi h expresses only monotone properties.

De nition 6. The essentially positive fragment (EPF) of LTL is the set of formulas built from atomi formulas (p), their negations (:p), losed under _, ^
and the temporal operators X; U .
De nition 7. Let P athk (s) be the set of all paths of length k in a PTS starting
at s 2 I . The probability of a LT L formula  on P athk (s) is the measure of
paths satifying  (as stated in De nition 5) in P athk (s).
De nition 8. An LT L formula  is said to be monotone if and only if for all
k , for all paths  of length k , M;  j=  =) M;  + j= , where  + is any path
of whi h  is a pre x.
In [26℄, it is shown that for any LT L formula , probabilisti transition system

M and state s, the set of paths f=(0) = s and M;  j= g is measurable. We
denote by P rob[℄ the measure of this set.

4 Probabilisti bounded model he king
In this se tion, we review the lassi al framework for bounded model he king
of linear time temporal formulas over transition systems. Then, we show that
we annot dire tly extend this approa h but we use the main idea of he king
formulas on paths of bounded length to approximate the target satisfa tion
probability.
Biere, Cimatti, Clarke and Zhu [4℄ present a symboli model he king te hnique based on SAT pro edures instead of BDDs. They introdu e bounded model
he king (BMC), where the bound orrespond to the maximal length of a possible
ounterexample. First, they give a orresponden e between BMC and lassi al
model he king. Then they show how to redu e BMC to propositional satis ability in polynomial time.
To he k the initial property , one should look for the existen e of a ounterexample to , that is a path satisfying = : for a given length k . In [4℄,
the following result is also stated: if one does not nd su h a ounterexample for
k  jS j  2j j , where S is the set of states, then the initial property is true. We
annot hope to nd a polynomial bound on k with respe t to the size of S and
unless NP=PSPACE, sin e the model he king problem for LT L is PSPACEomplete (see [25℄) and su h a bound would yield a polynomial redu tion to
propositional satis ability.
We try to he k P rob[ ℄  b by onsidering P robk [ ℄  b, i.e., on the probabilisti spa e limited to the set of paths of length k . Following the BMC approa h,

we ould asso iate to a formula and length k a propositional formula k in
su h a way that a path of length k satisfying
orresponds to an assignment
satisfying k . Thus determining P robk [ ℄ ould be redu ed to the problem of
ounting the number of assignments satisfying a propositional formula, alled
# SAT [20℄. Unfortunately, not only are no eÆ ient algorithms known for su h
ounting problems, but they are believed to be strongly intra table (see, for instan e [20℄). However, it is not ne essary to do su h a transformation sin e we
an evaluate dire tly the formula on one nite path. In the following, we use this
straightforward evaluation instead of SAT-solving methods.
For many natural formulas, truth at length k implies truth in the entire
model. These formulas are the so- alled monotone formulas (see de nition 8).
We onsider the subset (EP F de nition 6) of LT L formulas whi h have this
property.
EP F formulas in lude nested ompositions of U but do not allow for negations in front. Nevertheless, this fragment an express various lassi al properties
of transition systems su h as rea hability, livelo k-freeness properties and onvergen e properties of proto ols.

Proposition 1. Let  be a LTL formula. If  2 EPF, then  is monotone.
The proof of this proposition is immediate from the stru ture of the formula.
The monotoni ity of the property de ned by an EP F formula gives the
following result.

Proposition 2. For any formula  of the essentially positive fragment of LTL,
0 < b  1 and k 2 N , if P robk [℄  b, then P rob[℄  b.
Indeed, the probability of an EP F formula to be true in the bounded model
of depth k is less or equal than the probability of the formula in any bounded
model of depth greater than k .
This proposition an be extended to any monotone formula but we restri t
our s ope to EP F formulas to make our method fully automati .
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Approximate probabilisti model he king

In order to al ulate the satisfa tion probability of a monotone formula, we have
to verify the formula on all paths of length k . Su h a omputation is intra table
in general sin e there are exponentially many paths to he k. Thus, it is natural
to ask: an we approximate P robk [℄? In this se tion, we propose an eÆ ient
pro edure to approximate this probability. The running time of this omputation
is polynomial in the length of paths and the size of the formula.
In order to estimate the probabilities of monotone properties with a simple
randomized algorithm, we generate random paths in the probabilisti spa e underlying the DTMC stru ture of depth k and ompute a random variable A=N
whi h estimates P robk [ ℄. To verify a statement P robk [ ℄  b, we test whether
A=N > b ". Our de ision is orre t with on den e (1 Æ ) after a number of

samples polynomial in 1" and log 1Æ . This result is obtained by using Cherno Hoe ding bounds [11℄ on the tail of the distribution of a sum of independent
random variables. The main advantage of the method is that we an pro eed
with just a su in t representation of the transition graph, that is a su in t
des ription in an input language, for example Rea tive Modules [1℄.

De nition 9. A su in t representation, or diagram, of a PTS M = (S; P; I; L)
is a representation of the P T S , that allows to generate algorithmi ally, for any
state s, the set of states t su h that P (s; t) > 0.
The size of su h a representation is in the same order of magnitude as the
Typi ally, for Rea tives Modules, the size of the diagram is in O(n:p),
when the size of the P T S is in O(np ).
In order to prove our result, we introdu e the notion of fully polynomial
randomized approximation s heme (FPRAS) for probability problems. This notion is analogous to randomized approximation s hemes [13, 19℄ for ounting
problems. Our probability problem is de ned by giving as input x a su in t
representation of a probabilisti system, a formula and a positive integer k . The
su in t representation is used to generate a set of exe ution paths of length k .
The solution of the probability problem is the probability measure (x) of the
formula over the set of exe ution paths. The di eren e with randomized approximation s hemes for ounting problems is that for approximating probabilities,
whi h are rational numbers in the interval [0; 1℄, we only require approximation
with additive error.

P T S.

De nition 10. A fully polynomial randomized approximation s heme (FPRAS)
for a probability problem is a randomized algorithm A that takes an input x, two
real numbers 0 < "; Æ < 1 and produ es a value A(x; "; Æ) su h that:


P rob jA(x; "; Æ ) (x)j  "  1 Æ .
The running time of A is polynomial in jxj, 1" and log Æ1 .
The probability is taken over the random hoi es of the algorithm. We all "
the approximation parameter and Æ the on den e parameter. By verifying the
formula on O( "12 : log 1Æ ) paths, we obtain an answer with on den e (1 Æ ).
Consider the following randomized algorithm designed to approximate
P robk [ ℄, that is the probability of an LTL formula over bounded DTMC of
depth k :

Generi approximation algorithm GAA
Input: diagram; ; k; "; Æ
N := 4 log( 2 )="2
Æ

:= 0
For i = 1 to N do
1. Generate a random path  of length k with the diagram
2. If is true on  then A := A + 1
Return A=N
A

Theorem 1. The generi approximation algorithm GAA is a fully randomized
approximation s heme for the probability p = P robk [ ℄ for an LT L formula
and p 2℄0; 1[.
Proof. The random variable A is the sum of independent random variables with

a Bernouilli distribution. We use the Cherno -Hoe ding bound [11℄ to obtain
the result. Let X1 ; :::; XN be N independent random variablesPwhi h take value
1 with probability p and 0 with probability (1 p), and Y = N
i=1 Xi =N . Then


N"2
the Cherno -Hoe ding bound
gives P rob jY pj > " < 2e 4 . In our ase, if

N  4 log( Æ2 )="2 , then P rob jA=N pj  "  1 Æ where p = P robk [ ℄.
The time needed to verify if a given path veri es is polynomial in the
size of the formula. The number N of iterations is polynomial in 1" and log 1Æ . So
GAA is a fully polynomial randomized approximation s heme for our probability
problem.
This algorithm provides a method to verify quantitative properties expressed
by EP F formulas. To he k the property P robk [ ℄  b, we an test if the result
of the approximation algorithm is greater than b ". If P robk [ ℄  b is true, then
the monotoni ity of the property guarantees that P rob[ ℄  b is true. Otherwise,
we in rement the value of k within a ertain bound to on lude that P rob[ ℄ 6 b.
The main problem of the method is to determine a bound on the value of
k . Unfortunately, this bound might be exponential in the numbers of states,
even for a simple rea hability property. The bound is strongly related to the
over time of the underlying Markov hain. The problem of the omputation of
the over time is known to be diÆ ult when the input is given as a su in t
representation [17℄.
An other way to deal with the value of k is to shrink our attention to formulas
with bounded Until rather than lassi al Until. With this hypothesis, we an set
k to the maximum time bound in some subformulas of the spe i ation. But
this is not ompletely satisfa tory sin e we annot handle general properties
with only bounded until.
Now, let us dis uss the parameters " and Æ . The omplexity of the algorithm
depends on log(1=Æ ), this allows us to set Æ to very small values. In our experiments, we set Æ = 10 10 , whi h seems to be a reasonable on den e ratio.
The dependan e in " is mu h more ru ial, sin e the omplexity is quadrati in
1=". We set " = 10 2 in our experiments be ause this is the value that allows
the best tradeo between veri ation quality and time.

6 APMC : an implementation
In this se tion, we present some experimental results of our approximate model
he king method. These results were obtained with a tool we developed. This
tool, APMC, works in a distributed framework and allows the veri ation of extremely large systems su h as the 300 dining philosophers problem. We ompare
the performan e of our method to the performan e of PRISM. These results are

promising, showing that large systems an be approximately veri ed in se onds,
using very little memory.
APMC (Approximate Probabilisti Model Che ker) is a GPL (Gnu Publi
Li ense) tool written in C with lex and ya . It uses a lient/server omputation
model (des ribed in Subse tion 6.2) to distribute path generation and veri ation
on a luster of ma hines.
APMC is simple to use: the user enters an LTL formula and a des ription of
a system written in the same variant of Rea tive Modules as used by PRISM.
The user enters the target satisfa tion probability for the property, the length
of the paths to onsider and the approximation and on den e parameters "
and Æ . These parameters an be hanged through a Graphi al User Interfa e
(GUI), represented in Figure 1. These are the basi parameters, there are advan ed parameters su h as the hoi e of a spe i strategy for the speed/spa e
ompromise to use, but one an use a \by default" mode whi h is suÆ iently
eÆ ient in general. After this, the user li ks on \go" and waits for the result.
APMC is a fully automati veri ation tool.

Figure 1.

The Graphi al User Interfa e.

6.1 Standalone use and omparison with PRISM
We rst onsider a lassi al problem from the PRISM examples library [23℄: the
dining philosophers problem. Let us qui kly re all the problem: n philosophers
are sitting around a table, ea h philosopher spends most of its time thinking,
but sometimes gets hungry and wants to eat. To eat, a philosopher needs both
its right and left forks, but there are only n forks shared by all philosophers.
The problem is to nd a proto ol for the philosophers without livelo k. Pnueli
and Zu k [21℄ give a proto ol that is randomized. We ran experiments on a fully

probabilisti version of this proto ol (that is, a DTMC version): there are no nondeterministi transitions and the s heduling between philosophers is randomized.
For this proto ol, we he ked the following liveness property: \If a philosopher
is hungry, then with probability one, some philosopher will eventually eat". This
property guarantees that the proto ol is livelo k free. The following table shows
our results using APMC and those of PRISM (model onstru tion and model
he king time) on one 1.8 GHz Pentium 4 workstation with 512 MB of memory
under the Linux operating system. For this experiment, we let " = 10 2 and
Æ = 10 10 .
number of phil. length APMC (time in se .) PRISM (time in se .) PRISM (states)
3
20
35
0.394
770
5
23
56
0.87
64858
10
30
125
11.774
4:21  109
15
42
242
64.158
2:73  1014
20
50
387
137.185
1:77  1019
25
55
531
2469.56
1:14  1024
30
65
823
out of mem.
out of mem.
50
130
3579
out of mem.
out of mem.
100
148
8364
out of mem
out of mem.

On this example, we see that we an handle larger systems than PRISM,
more than 30 philosophers for Pnueli and Zu k's philosophers, without having
to onstru t the entire model whi h ontains 1024 states for 25 philosophers.
Note that during the omputation, our tool uses very little memory. This is due
to the fa t that the veri ation pro ess never stores more than one path at a
time.

6.2 Cluster use
In the previous subse tion, we used APMC on a single ma hine, but to in rease
the eÆ ien y of the veri ation, APMC an distribute the omputation on a
luster of ma hines using a lient/server ar hite ture.
Let us brie y des ribe the lient/server ar hite ture of APMC. The model,
formula and other parameters are entered by the user via the Graphi al User Interfa e whi h runs on the server (master). Both the model and formula are translated into C sour e ode, ompiled and sent to lients (the workers) when they
request a job. Regularly, workers send urrent veri ation results, re eiving an
a knowledgment from the master, to know wether they have to ontinue or stop
the omputation. Sin e the workers only need memory to store the generated
ode and one path, the veri ation requires very little memory. Furthermore,
sin e ea h path is veri ed independently, there is no problem of load balan ing.
Figure 4 shows the s alability of the implementation on Pnueli and Zu k's dining philosophers algorithm for 25 philosophers: omputation time is divided by
two when we double the size of the luster. This is a onsequen e of very low
ommuni ations overhead in the omputation.

We used APMC to he k properties of several fully probabilisti systems
modeled as DTMCs. In Figure 2, we onsider Pnueli and Zu k's Dining Philosophers algorithm [21℄ for whi h we verify the liveness property and in Figure 3,
we onsider a fully probabilisti version of the randomized mutual ex lusion of
Pnueli and Zu k [21℄. All the experiments were done with a luster of 20 workers
(all are ATHLON XP1800+ under Linux) with " = 10 2 and Æ = 10 10 .
phil. length time (se .) max. memory (KBytes)
15 38
11
324
25 55
25
340
50 130
104
388
100 145
418
484
200 230
1399
676
300 295
4071
1012
Figure 2.

Dining philosophers: run-time and memory for 20 workers.

pro . length time (se .) max. memory (KBytes)
3
120
13
316
5
250
35
328
10 520
146
408
15 1000
882
548
20 1400
1499
660
Figure 3.

Mutual ex lusion: run-time and memory for 20 workers.

We are able to verify very large systems using a reasonable luster of workers
and very little memory for ea h of them. In an additional experiment, with an
heterogeneous luster of 32 ma hines, we were able to verify the Pnueli and
Zu k's 500 philosophers in about four hours.
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Con lusion

To our knowledge, this work is the rst to apply randomized approximation
s hemes to probabilisti model he king. We estimate the probability with a
randomized algorithm and on lude that satisfa tion probabilities of EP F formulas an be approximated. This fragment is suÆ ient to express rea hability
and livelo k-freeness properties. Our implementation was used to investigate the
e e tiveness of this method. Our experiments point to an essential advantage of
the method: the use of very little memory. In pra ti e, this means that we are

450
phil25

400
time (sec.)

350
300
250
200
150
100
50
0
0

5

10

15

20

25

workers

Figure 4.

phers.

S alability of the implementation: time vs. workers for 25 dining philoso-

able to verify very large fully probabilisti models, su h as the dining philosopher's problem with 500 philosophers. This method seems to be very useful when
lassi al veri ation is intra table.
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